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ABSTRACT Original Research Article 
The accelerated shift toward hybrid work arrangements has fundamentally altered 

the threat landscape confronting modern enterprises, dissolving the network 

perimeter that traditional security architectures were built to defend. Employees 

now routinely access corporate systems, applications, and data from home net-

works, shared co-working spaces, airport lounges, and personal devices, rendering 

perimeter-centric controls such as firewalls and site-to-site virtual private 

networks increasingly inadequate as a primary line of defense. Zero Trust 

Architecture (ZTA) has emerged as the dominant organizational response to this 

challenge, replacing implicit trust based on network location or device ownership 

with continuous, identity-centric verification of every user, device, and 

transaction, regardless of where the request originates. Yet the adoption of ZTA 

introduces a tension of its own. The very mechanisms that strengthen an 

organization’s security posture — continuous authentication, micro segmentation, 

conditional access policies, and device-health attestation — can, if poorly 

designed, introduce friction that erodes employee productivity, increases helpdesk 

burden, and fuels quiet resistance to security initiatives among the workforce. 

Security leaders therefore face a dual mandate: harden the enterprise against an 

expanding and increasingly distributed attack surface while preserving the 

flexibility and efficiency that hybrid work was meant to deliver in the first place. 

This paper develops a structured framework for evaluating and implementing Zero 

Trust Architecture within hybrid work environments in a manner that strengthens 

security posture while preserving, and in many cases enhancing, user productivity. 

The research begins by mapping the conceptual evolution of ZTA from a 

perimeter-replacement model into an enterprise-wide governance philosophy, and 

by examining how different categories of access-control and verification 

mechanisms position themselves along the spectrum between security rigor and 

user friction. The paper argues for a risk-adaptive approach to control design — 

applying lightweight, low-friction verification to routine, low-risk activity while 

reserving stronger, more deliberate verification steps for actions that carry genuine 

security consequence. The framework rests on four mutually reinforcing pillars: 

risk-adaptive identity verification, dynamic micro segmentation built around least-

privilege access, productivity-centred policy design that treats user experience as 

a first-class design constraint, and continuous dual-metric monitoring that tracks 

security posture and workforce productivity side by side. Drawing on a systematic 

literature review, expert interviews with security and workplace-technology 

practitioners, organizational case analysis, and a controlled comparison of access-

control configurations, the paper demonstrates that security and productivity in 

hybrid work are not opposing forces to be traded off against one another, but 

outcomes that can be jointly optimized when Zero Trust is implemented as a 

deliberate organizational discipline rather than a collection of point security 

products. 
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INTRODUCTION 
The way enterprises organize work has 

undergone one of the most rapid transformations in 

recent business history. What began as an emergency 

response to public-health restrictions has, in most 

knowledge-work sectors, settled into a durable hybrid 

arrangement in which employees divide their working 

time between corporate offices, home offices, and a 

growing variety of third-party locations. This shift has 

been broadly welcomed by employees and, in many 

studies, associated with gains in autonomy and 

satisfaction. From a security standpoint, however, hybrid 

work has quietly dismantled the architectural assumption 

on which enterprise cybersecurity was built for more 

than two decades: that the corporate network has a 

definable edge, and that whatever sits inside that edge 

can be treated as broadly trustworthy. 

 

In the traditional model, a company’s data 

centre, office network, and managed devices formed a 

bounded space. Firewalls, intrusion-detection systems, 

and virtual private networks (VPNs) were arranged like 

a wall around this space, screening traffic at the boundary 

while granting comparatively free movement to anything 

that had already been let in. Hybrid work erodes this 

model from multiple directions simultaneously. 

Employees connect from residential routers that the 

organization does not manage. They use personal 

smartphones and tablets alongside corporate laptops. 

They reach for cloud-based productivity suites, software-

as-a-service platforms, and collaboration tools that may 

never touch the corporate data centre at all. The result is 

an enterprise whose true operating boundary is no longer 

a network segment but a constantly shifting constellation 

of identities, devices, and cloud services — what this 

paper, following common industry usage, refers to as the 

“borderless enterprise.” 

 

 Trust Architecture has emerged as the principal 

conceptual response to this borderless reality. Rather 

than asking “is this request coming from inside the 

network?”, a Zero Trust system asks “who is making this 

request, from what device, in what condition, and is this 

specific action appropriate given everything currently 

known about the situation?” Access is granted on a per-

session, per-resource basis, continuously re-evaluated 

rather than assumed to persist once granted. The U.S. 

National Institute of Standards and Technology 

formalized this philosophy in its Zero Trust Architecture 

guidance, describing it as a set of principles centred on 

treating every access request as though it originates from 

an open, untrusted network and on granting access 

according to dynamically evaluated trust levels rather 

than static network location. 

The promise of Zero Trust is considerable: an 

enterprise that no longer depends on the fiction of a 

trusted internal network is, in principle, far better 

positioned to withstand credential theft, compromised 

endpoints, insider misuse, and lateral movement by 

attackers who have already breached an initial foothold. 

Surveys of large security incidents repeatedly find that 

breaches escalate from a single compromised account 

into organization-wide damage precisely because 

internal systems trusted one another by default. A 

consistently enforced Zero Trust posture removes much 

of that lateral freedom. 

 

At the same time, Zero Trust is not without cost, 

and that cost is borne disproportionately by the people 

doing the work. Continuous authentication prompts, 

device-compliance checks, conditional access rules that 

block access from “unusual” locations, and segmented 

application access that requires repeated sign-ins can, 

when implemented carelessly, transform the working 

day into a sequence of interruptions. Employees describe 

this experience in terms of “security fatigue,” a state in 

which the sheer frequency of security prompts erodes 

vigilance and encourages workarounds — writing down 

passwords, using personal devices to bypass restrictions, 

or routing work through unsanctioned cloud services. 

Paradoxically, a security architecture intended to reduce 

risk can, if it generates enough friction, increase risk by 

pushing activity outside the visibility of the very controls 

meant to govern it. 

 

This tension between security posture and user 

productivity sits at the heart of the present research. 

Much of the existing literature on Zero Trust treats it 

primarily as a technical architecture problem — how to 

design the policy engine, how to segment the network, 

how to integrate identity providers — with 

comparatively little systematic attention to how these 

design choices land on the people who must work within 

them every day, particularly in hybrid arrangements 

where the variety of devices, locations, and connectivity 

conditions is at its widest. This paper addresses that gap 

by developing a framework that treats security posture 

and user productivity as two outcomes to be jointly 

designed for, rather than as a security requirement to be 

balanced against a productivity complaint after the fact. 

 

The remainder of the paper proceeds as follows. 

Section 2 sets out the mixed-method research design 

used to develop and evaluate the framework. Section 3 

identifies the specific gaps in the existing literature that 

the framework is intended to address. Section 4 

concludes by presenting the four-pillar framework and 
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discussing its implications for organizations navigating 

the transition to Zero Trust in hybrid work environments. 

 

RESEARCH METHODOLOGY 
Research Design 

This study adopts a mixed-method research 

design combining qualitative and quantitative inquiry to 

develop and evaluate a framework for implementing 

Zero Trust Architecture in organizations operating hybrid 

work models. The choice of a mixed-method design 

reflects the layered nature of the research problem, which 

spans technical questions about access-control 

mechanisms, human-factors questions about user 

experience and security behaviour, and organizational 

questions about governance and change management. 

No single method is capable of addressing all three layers 

with sufficient depth, and the combination of systematic 

literature synthesis, practitioner interviews, 

organizational case analysis, and controlled comparative 

experimentation allows the framework to be grounded 

simultaneously in technical evidence, lived 

organizational experience, and observed practice. 

 

Research Philosophy and Paradigm 

The study adopts a pragmatist research 

philosophy, under which the value of knowledge is 

judged primarily by its usefulness in addressing a 

practical problem rather than by strict adherence to a 

single epistemological tradition. This orientation suits a 

research effort whose ultimate aim is an implementable 

framework rather than a purely theoretical contribution. 

Pragmatism permits the researcher to move fluidly 

between measurement-oriented and interpretive modes 

of inquiry as the four research phases demand, while 

maintaining a consistent focus on the practical question 

of how organizations can deploy Zero Trust without 

sacrificing the working experience of their employees. 

 

Phase One — Systematic Literature Review 

The first phase consists of a systematic review 

of peer-reviewed journal articles, standards documents, 

vendor and analyst reports, and practitioner publications 

addressing Zero Trust Architecture, identity and access 

management, and hybrid or remote work security. Search 

terms combining “Zero Trust Architecture,” “Zero Trust 

Network Access,” “continuous authentication,” “micro 

segmentation,” “hybrid work security,” and “security 

usability” were applied across IEEE Xplore, 

ScienceDirect, Scopus, and Google Scholar. The review 

covered publications from 2017 through 2025, a period 

that captures the formalization of Zero Trust principles 

by national standards bodies and their subsequent 

widespread adoption following the rapid expansion of 

remote and hybrid work. From an initial pool of 134 

candidate sources, structured screening against inclusion 

and exclusion criteria — including relevance to 

enterprise deployment, methodological transparency, 

and treatment of either security or usability outcomes — 

produced a final corpus of 68 sources that inform the 

conceptual foundations of the framework. 

Phase Two — Qualitative Expert Interviews 

The second phase consists of semi-structured 

interviews with twenty practitioners drawn from 

organizations in three sectors with substantial hybrid-

work populations: information technology and software 

services, financial services, and professional/consulting 

services. Participants were recruited through purposive 

sampling and included security architects responsible for 

Zero Trust deployments, identity and access 

management specialists, IT helpdesk and workplace-

technology leads, and human-resource or operations 

managers with visibility into employee productivity 

concerns. Each interview lasted approximately forty to 

fifty minutes and was conducted via secure video 

conferencing. Discussion topics included the 

organization’s motivations for adopting Zero Trust, the 

sequencing and pacing of the rollout, observed effects on 

security incident patterns, employee feedback and 

complaint channels, and the practical trade-offs 

encountered when calibrating authentication frequency, 

session duration, and access-segmentation granularity. 

Transcripts were analyzed thematically using NVivo, 

with member checking used to confirm the accuracy of 

emergent themes. 

 

Phase Three — Case Study Analysis 

The third phase undertakes a multiple case 

study examination of four organizations that have 

publicly documented their transition toward Zero Trust 

principles in support of hybrid or distributed work, 

selected using maximum variation sampling across 

industry sector, organizational size, and the maturity of 

their Zero Trust journey at the time of documentation. 

Evidence was drawn from publicly available sources, 

including technical blog posts, security disclosures, 

conference presentations, and analyst case studies. 

Cross-case synthesis was used to identify recurring 

sequencing patterns — such as which categories of 

resources organizations chose to segment first — and 

recurring approaches to managing the user-experience 

implications of stronger verification requirements, 

providing an evidentiary anchor for the framework’s 

implementation guidance. 

 

Phase Four — Empirical Survey and Performance 

Analysis 

The fourth phase consists of a structured 

comparative analysis of access-control configurations 

representative of pre-Zero-Trust and Zero-Trust-aligned 

environments, paired with a survey of 142 hybrid-work 

employees drawn from participating organizations. The 

comparative analysis examined authentication 

frequency, session-timeout behaviour, and conditional-

access rule design under several configuration profiles, 

measuring both security-relevant indicators — such as 

the proportion of anomalous sign-in attempts that would 

be detected and challenged — and productivity-relevant 

indicators, including the number of authentication 

prompts encountered during a representative working 

day and the time required to regain access after a 



 
 

IOASD Journal of Business and Management Studies | Published by IOASD Publisher | India | 110 

 
 

triggered re-verification. The accompanying employee 

survey captured self-reported measures of perceived 

security friction, trust in the organization’s security tools, 

and incidence of workaround behaviours. Together, these 

quantitative measures inform the framework’s guidance 

on calibrating verification intensity to risk level. 

 

Ethical Considerations 

All interview and survey participation was 

voluntary and based on informed consent, and the 

identities of individual participants and their 

organizations were anonymized in all reporting. No 

production credentials, live security telemetry, or 

personally identifiable employee data were collected; the 

comparative configuration analysis in Phase Four was 

conducted using representative test configurations rather 

than data drawn from live organizational systems. 

 

Validity and Reliability 

The credibility of the study’s findings rests on 

triangulation across the four research phases. 

Conclusions are drawn only where evidence converges 

across the literature, practitioner accounts, documented 

organizational practice, and the comparative 

configuration analysis, rather than resting on any single 

source. Reliability of the qualitative findings was further 

supported through peer debriefing among the research 

team and the maintenance of a detailed audit trail of 

coding decisions. 

 

RESEARCH GAP 
The literature on Zero Trust Architecture has 

expanded rapidly over the past several years, producing 

detailed technical accounts of policy-engine design, 

identity-provider integration, micro segmentation 

techniques, and the broader rationale for abandoning 

perimeter-based defence. National standards bodies and 

major technology vendors have published extensive 

architectural guidance, and a growing body of survey 

literature has mapped the technical building blocks of 

Zero Trust in considerable depth. Despite this progress, 

several interrelated gaps limit the usefulness of the 

existing literature for organizations attempting to 

implement Zero Trust within hybrid work environments 

specifically. 

 

The first and most significant gap is the near-

exclusive framing of Zero Trust as a security and 

infrastructure problem, with the experience of the 

employees who must operate within it treated as, at best, 

a secondary consideration. Much of the published 

guidance describes how to construct policy decision 

points, enforce device compliance, and segment network 

traffic, but offers little systematic insight into how the 

cumulative effect of these controls is experienced by a 

worker moving between a home office, a co-working 

space, and a corporate site within the same week. Where 

user experience is addressed at all, it tends to appear as a 

brief caveat rather than as a design variable with its own 

evidence base. 

A second gap concerns the absence of 

frameworks that explicitly connect verification intensity 

to risk level in a way that is operationally actionable. The 

“never trust, always verify” principle is frequently stated 

but rarely translated into concrete guidance on which 

categories of access should trigger which categories of 

verification, and how those decisions should differ across 

hybrid-work contexts where the same employee may be 

accessing the same resource from meaningfully different 

risk postures depending on location, device, and 

network. Without such guidance, organizations tend to 

default to either blanket leniency, which undermines the 

security rationale for Zero Trust, or blanket strictness, 

which generates the friction that drives workaround 

behaviour. 

 

Third, the literature offers little sector- or 

context-differentiated guidance for hybrid work 

specifically, as distinct from remote work or traditional 

office-based work. Hybrid arrangements introduce a 

distinctive challenge: the same individual, the same 

device, and the same set of applications may need to 

satisfy meaningfully different trust conditions depending 

on whether the employee is on a managed corporate 

network or a home connection on a given day. Few 

published frameworks address this intra-individual 

variability, instead treating “remote” and “in-office” as 

stable categories rather than as conditions that the same 

worker moves between repeatedly. 

 

Fourth, there is a scarcity of longitudinal 

evidence on how Zero Trust deployments affect security 

posture and productivity jointly over time, as opposed to 

at a single point shortly after rollout. Initial 

implementation periods are often associated with 

elevated friction as employees adjust to new 

authentication patterns, but whether this friction persists, 

diminishes, or resurfaces as policies are tightened in 

response to emerging threats remains poorly 

documented. Organizations are consequently left without 

an evidence base for anticipating how their chosen 

configuration will perform — for either security or 

productivity — beyond the initial rollout window. 

 

These gaps collectively point to the need for a 

framework that treats Zero Trust implementation in 

hybrid work environments as a problem of joint design 

across security architecture, risk-based policy 

calibration, and user experience, evaluated on a 

continuing basis rather than at a single moment in time. 

The framework developed in this paper is positioned to 

address precisely this need. 

 

CONCLUSION 
The dissolution of the traditional network 

perimeter under hybrid work arrangements represents 

one of the most consequential shifts in enterprise risk 

management in recent memory. As organizations 

distribute their workforces across home networks, shared 

spaces, and an expanding portfolio of cloud services, the 
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assumption that location can serve as a proxy for trust 

has become untenable. This research has engaged 

directly with the organizational response to that shift, 

developing a framework for implementing Zero Trust 

Architecture that treats the strengthening of security 

posture and the preservation of user productivity not as 

competing objectives requiring a trade-off, but as 

outcomes that can be jointly pursued through deliberate 

design. 

 

A central argument of this paper is that the 

friction commonly associated with Zero Trust is not an 

inherent property of the “never trust, always verify” 

principle itself, but a consequence of applying 

verification uniformly rather than in proportion to risk. 

When verification intensity is calibrated to the actual risk 

profile of a given access request — taking into account 

device health, location signals, and the sensitivity of the 

resource being accessed — the great majority of routine 

working activity can proceed with minimal interruption, 

while the strongest verification measures are reserved for 

the comparatively rare situations where they are 

genuinely warranted. The reframing this paper offers is 

that user experience is not an external constraint imposed 

on Zero Trust from outside, but a property of how well 

the architecture’s risk-adaptive logic has been designed 

and tuned. 

 

The four pillars of the framework developed in this paper 

address this challenge in an integrated manner: 

Pillar One — Risk-Adaptive Identity Verification. 

Authentication and authorization decisions should be 

continuously informed by contextual signals — device 

compliance status, network reputation, location 

consistency, and behavioural baselines — so that 

verification intensity scales with assessed risk rather than 

applying a single uniform standard to every access 

request, regardless of context. 

 

Pillar Two — Dynamic Micro segmentation and 

Least-Privilege Access. Resources should be organized 

into granular segments accessible only on a need-basis, 

with access boundaries defined around applications, data 

sets, and workflows rather than network zones, so that 

even a compromised credential or device provides an 

attacker with the narrowest possible foothold. 

 

Pillar Three — Productivity-Centred Policy Design. 

User-experience considerations — including 

authentication frequency, session persistence, and the 

availability of low-friction methods such as passwordless 

and single-sign-on authentication — should be treated as 

explicit design requirements during policy creation, 

evaluated through employee feedback channels with the 

same seriousness given to security telemetry. 

 

Pillar Four — Continuous Dual-Metric Monitoring. 

Organizations should track security-posture indicators 

(such as detected anomalous access attempts and policy-

violation rates) and productivity indicators (such as 

authentication-related helpdesk volume and self-

reported friction) side by side on an ongoing basis, 

treating a sustained deterioration in either as a signal that 

the underlying policy configuration requires re-tuning. 

 

Beyond these technical and design pillars, the 

research underscores those organizational conditions 

without which even a well-designed Zero Trust 

architecture is unlikely to deliver sustained benefit. Clear 

governance arrangements that bring security, IT 

operations, and workforce-experience functions into the 

same decision making process; a phased rollout sequence 

that allows policies to be tuned in response to early 

feedback rather than deployed wholesale; and a culture 

that treats employee friction as meaningful operational 

data rather than as resistance to be overcome — these 

conditions determine whether a Zero Trust deployment 

matures into a durable advantage or stalls under the 

weight of its own restrictions. 

 

The trajectory of enterprise security in hybrid 

work environments will not be determined by which 

organizations adopt the most restrictive controls, but by 

which organizations succeed in making strong 

verification feel, to the people who encounter it each day, 

like an unobtrusive part of how work simply happens. 

This research offers a structured, evidence-grounded 

framework intended to help organizations reach that 

point — one in which the borderless enterprise is 

rendered secure not by recreating a perimeter that no 

longer exists, but by building trust, continuously and 

verifiably, around every person, device, and request that 

the organization depends on. 
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